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Cyber crime and biometric authentication – the problem of 







Cyber   crime   is  now a  well   recognised   international  problem  that   is   a  major   issue   for  anyone  who   runs,  
manages, owns, uses or accesses computer systems linked to the world­wide web. Computer systems are business  
assets. Personal biometric information is also an asset. Studies have shown that privacy concerns represent a  




network systems.  The  paper argues  that  an appropriate balance needs  to be  established between adequate 
security and individual privacy. 
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INTRODUCTION 
Cyber crime is a recognised international problem. The problem grows with increasing reliance upon computer 
network systems for  managing of   financial,   security  and  infrastructure services.  Problems  include,  hacking, 
viruses, data theft, fraud, sabotage, denial of service attacks and the associated recognition that terrorists also 













rush   of   anti­terrorism   legislation   since  September   11,   2001   impacts   directly   upon  business,   especially   the 
legislation concerned with monitoring cash transactions and identity checks of individuals. Businesses who seek 
to   incorporate   enhanced   access   systems   such   as   biometric   authentication   need   to  be   aware   that  biometric 
technology has business  risks  that  go beyond enhanced security  and privacy implications   to  changing  their 













certified   (s.476.5   (2B)  Cybercrime  Act).  Businesses  operating  within  Australia  need   to   take  heed  of   these 
legislative   changes   as   they   provide   authorities,   especially  when   combined  with   other   anti­terrorism   laws, 
significantly   increased powers  when balanced against   the   traditional  use  of   search  warrants.  The scope  for 






same.  As   security  measures   are   enhanced,   the  privacy  of   those  who  are   subject   to   the   enhanced   security 
diminishes. Privacy is at its most basic an individual, personally private concept. There are the classics; ‘the 
right to be let alone’ , or ‘an Englishman’s home is his castle’ and, ‘the state has no business in the bedrooms of 






















































BIOMETRICS, IDENTIFICATION, SECURITY AND BUSINESS PRACTICE.
Biometrics is the use of technology to recognise individual human features such as fingerprints, retinas and hand 
prints.   That   is,   a   computer   can   be   programmed   to   identify   an   individual   by   recognising   an   individual’s 





Computer   technology  offers   an   ideal   tool  by  which   biometric   traits   can   be   utilised   for   security   purposes. 
Businesses that need to limit access to buildings and/or computer systems or identify those who access computer 
systems should carefully evaluate whether or not the use of biometric authentication provides the appropriate 










also the biometric  image  that   is  unique to each individual.  Enhanced protection can be gained by use of a 
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BIOMETRICS AND PRIVACY - THE GOOD NEWS.
Cavoukian notes   that  before  biometrics  will   ‘become a  friend  of  privacy’  stringent  safeguards,   ‘both  legal, 









encrypted data and/or  the biometric   identifier  must be held within  a system that  cannot be linked  to  other 
databases. Only encrypted biometric data are to be stored or transmitted and the system has to be constructed so 
that it will be impossible to reconstruct the original biometric from the encrypted biometric data . The appendix 



















can   be   effectively   countered.   Individuals   can   be   identified   when   they   use   biometric   authentication   as 



















the functionality of the system did not require central storage of the biometric data 
after issuing the card, I was told that whenever someone would lose or damage their 
card, a new one could be sent by mail without the person having to come to an 
INPASS enrolment centre to register again. ‘So, yes, that must mean we keep the 
biometric data somewhere in here as well’  .    
Even assuming a business is able to encrypt, convert a biometric to a template and store securely, this does not 
guarantee privacy even if assurances are given that what is stored is irreversibly changed. Tomko notes:
I want to point out that even if the actual fingerprint pattern is not stored, but only a 
digital template is stored which cannot be converted back to the original fingerprint 
pattern, you still have the same problem. If the police obtain access to a similar 
scanner, tap into the output of the camera in the scanner, and place some digitized 
latent fingerprints through the system, they will generate a similar unique template 
within the accuracy limits of the system . 














electronic   verification   of   all   customer   transactions   so   that   the   State   can  more   easily  monitor   individuals 
determined to be at risk. Privacy legislation does not stop government agencies from conducting surveillance on 
citizens and accessing data held by businesses on citizens.













was   the  extensive  consultation  process   the  government  entered   into  with   the   residents  of  Hong  Kong   .   In 
















US­VISIT.  This  means   having two  index fingers  fingerprinted,  a  digital  photo  taken and  travel documents 
scanned. Students entering the United States of America are subject to Student Exchange Visitor Information 
Service   (SEVIS)   requirements   and   their   details   and   attributes   are   widely   circulated   to   law   enforcement 
organisations and their educational institution. One of the SEVIS websites extends the reach of the department of 
homeland security by simply stating ‘anyone using the system expressly consents to monitoring’(SEVIS).
The  implications  for  visitors   should  there be  a  mistake would be profound and serious.  Computer  systems 
malfunction, people tell lies for reward or to avoid trouble, sometimes mistakes happen and an individual could 
experience ‘potential statelessness’ . 
Australia responses to terrorism that impact on business practice:
In Australia,   recent anti­terrorism legislation has prescribed  terrorism, defining a  terrorist  act  widely (s.100 
Criminal  Code  Act  1995  (Cwlth)).  Businesses  need   to   recognise   the   extent   of   the   legislative   change  with 
government now having the power to proscribe an organisation a ‘terrorist organisation’ effectively making its 
members   terrorists.  Legislation  has   tossed  aside   traditional  common   law  rights   such  as   a   right   to   silence, 
unrestricted access to a  lawyer of choice   and freedom of speech (ss.34G, 34TA and 34NVAA   Australian  
Security   Intelligence  Organisation Act  1979  (Cwlth)   (ASIO Act)).    For  example:  The ability   to classify  an 









political  dissent.  In 2005 these powers were extended to include organisations that  advocate the doing of a 
































Businesses   can   utilise   this   lowered   resistance   to   searches   and   questioning   to   introduce   biometric 






employ   the   best   safeguards,   including   encryption   technology   and   highly   restricted   access   to   biometric 
authentication data.  Use of this data should be confined to the initial security purpose unless informed approval 
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